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CCSC HO Memo #11-11

MEMORANDUM

To:
Health Officers


CRF/CPEST Program Directors, Coordinators, and Staff


SAHC Program Directors, Coordinators, and Staff

CDB Users

From:
Carmela Groves, R.N., M.S.


Program Manager, Surveillance and Evaluation Unit

Date:
February 3, 2011
Subject:
Revised Client Database (CDB) Policy--CDB Guidance #56   
______________________________________________________________________________

The Surveillance and Evaluation Unit of the Center for Cancer Surveillance and Control has updated the Client Database (CDB) Policy and Procedures document.  The document provides procedures related to security, confidentiality, and access and outlines relevant DHMH information technology policies including ethical use, consequences of violating policy, encryption, deletion of files, and security.  

For security purposes, we have instituted new procedures:

1) There is a new Confidentiality Statement that is incorporated into the Database Access Request Form.  All new and existing users with ‘Active’ accounts are asked to sign the form and return to SEU.  See Health Officer Memo #11-08.
2) There is a new algorithm for setting user passwords.  Users will be prompted by the system to change their existing password to a ‘strong’ password consisting of a combination of three of the following: upper case, lower case, numbers, and characters.
3) The system will automatically inactivate user accounts that have not been accessed in 60 days.  Users who are locked out will have to submit a request to have the account reactivated if needed.
Feel free to contact me by email at cgroves@dhmh.state.md.us or by telephone at 410-767-2616 if you have any questions or comments.

Attachment (sent electronically to Health Officers and Program Directors/Coordinators)

cc:  
Russell Moy, MD, MPH

Donna Gugel, MHS


Kelly Sage, MS

Diane Dwyer, MD
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